SAN BERNARDINO

C OUNTY Human Services

Email Encryption Requirements

Contracted providers must:
Utilize encryption when transmitting
confidential/Personally Identifiable
Information (PIl) to the County via email.
Submit an encrypted test email to the
County’s Information, Technology &
Support Division (ITSD) for review, test run

and approval.

EncryptionCheck@hss.sbcounty.gov

General Encryption Requirements

All workstations and mobile devices (laptops,
USB, SD, smartphones, tablets, etc.) and
other systems that process and/or store
County Pll must be encrypted at the Federal
Information Processing Standards (FIPS)
140-2 Certified Algorithm at 128bit or higher.
Whole/full disk.

Human Services Privacy and Security Officer
(PSO)

Monique Perez: (909) 383-9665

Email: HSPrivacySecurityOfficer@hss.sbcounty.gov
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HS Privacy and Security

Contracted Provider Encryption Requirements

Frequently Asked Questions

Q. What type of email encryption solution should my agency use?
A. The County uses Cisco encryption and does not endorse any particular
product. To meet email encryption requirements, your agency must select a
solution that:
- Stores the email on a secure/encrypted server.
- Requires the user to register and create a user name with password in order to
access the secure encrypted email.

. When should | submit a test email?
. As soon as you have been notified of contract award.

. Does each worker need to submit a test email?
. No. One (1) email per agency is sufficient for testing; as long as the same solution is
being used by all .

. Do mobile devices (e.g., smart phones, tablets, laptops, SD cards and USB
drives) need to be encrypted?
A. Yes. Any mobile device used to store, access, and/or transmit County
confidential information/PIl must be encrypted.

. Does a password protected document meet encryption standards?
. No. A password protected document does not meet encryption standards.

For additional privacy and security requirements, refer to the
HS Privacy and Security website at hss.sbcounty.gov/Privacy




