
AMAZON DEVICES SHARING YOUR WIFI
Amazon is enrolling all Amazon devices, including Alexa, Echo, Tile Trackers, Ring 
Security Cameras and Ring Smart Lighting such as outdoor lighting and motion 
sensors, in a new program called Amazon Sidewalk which will allow individuals 
outside of your home to use your WiFi. 

Be aware: this type of program may put your personal privacy and security at risk! 
Scam predators look for these opportunities to access your personally identifiable 
information and through this program, your entire neighborhood may be at risk. 

Take action immediately if you wish to opt out of this program by following these 
steps:

1. Open the Alexa app

2. Click on More

3. Select Settings

4. Choose Account Settings

5. Click on Amazon Sidewalk

6. Turn Amazon Sidewalk Off 
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If you think you may be a victim of a scam, contact 
San Bernardino County APS at 1 (877) 565‑2020 

or your local police department.

Note: You may report scam predators to the Federal Trade Commission, Better 
Business Bureau, Adult Protective Services (APS), Office of the Inspector General
and the Federal Bureau of Investigation Internet Crime Complaint Center.


